FBI Criminal Justice Information Services

How Total Access Control
(TAC) maps to CJIS Security
Policy 5.9 requirements

How TAC Hits All the Marks on Your
Shifting Security Priorities
As organizations in both the public and private
sector transition from legacy “stovepipe” systems
toward a flexible services approach, many of the
systems they use will continue to evolve and may
no longer retain their current platforms, hardware
or even program name. This includes systems such
as the National Crime Information Center (NCIC),
National Instant Criminal Background Check
System (NICS), and Next Generation Identification
(NGI).
However, as the FBI’s Criminal Justice Information
Services (CJIS) Security Policy points out, the data
and services provided by these systems will remain
stable. The CJIS Security Policy, now on version 5.9,
provides law enforcement agencies with guidelines
on how they can provide timely and secure access
to services and data wherever and whenever for
stopping and reducing crime.
The Policy integrates presidential directives,
federal laws, FBI directives, the criminal justice
community’s Advisory Policy Board (APB) decisions,
as well as nationally recognized guidance from the
National Institute of Standards and Technology
(NIST) and the National Crime Prevention and
Privacy Compact Council (Compact Council). It
includes information at both the strategic and
tactical levels on how best to protect the sources,
transmission, storage and generation of Criminal
Justice Information (CJI):

“THE ESSENTIAL PREMISE OF
THE CJIS SECURITY POLICY IS
TO PROVIDE APPROPRIATE
CONTROLS TO PROTECT
THE FULL LIFECYCLE OF CJI,
WHETHER AT REST OR IN
TRANSIT. THE CJIS SECURITY
POLICY PROVIDES GUIDANCE
FOR THE CREATION, VIEWING,
MODIFICATION, TRANSMISSION,
DISSEMINATION, STORAGE,
AND DESTRUCTION OF
CJI. THIS POLICY APPLIES
TO EVERY INDIVIDUAL—
CONTRACTOR, PRIVATE ENTITY,
NONCRIMINAL JUSTICE AGENCY
REPRESENTATIVE, OR MEMBER
OF A CRIMINAL JUSTICE
ENTITY—WITH ACCESS TO, OR
WHO OPERATE IN SUPPORT OF,
CRIMINAL JUSTICE SERVICES
AND INFORMATION.”
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2

Governmental agencies

National security

Information
gathering services

Cybersecurity
stakeholders

Partner
agencies

www.portsys.com

Total Access Control™ (TAC™), the secure reverse
proxy technology from PortSys, helps law
enforcement agencies to provide an architectureindependent solution for access control in five critical
areas as recommended in the CJIS Security Policy:

5.5 Policy Area 5: Access Control
5.6 Identification and Authentication
5.10 Policy Area 10: System and
Communications Protection and
Information Integrity
5.11 Policy Area 11: Formal Audits
5.13 Policy Area 13: Mobile Devices
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TAC applies protection controls regardless of
the implementation architecture to help law
enforcement agencies to avoid the impact of
the constantly changing dynamic landscape of
technical innovation. Through its customization
features, TAC also offers agencies the flexibility they
need to tune their infrastructure and policies to
reflect the unique needs of their own environments.
TAC’s Zero Trust approach is designed to protect
the CJI in today’s hybrid enterprise, protecting
your agency’s infrastructure against increasingly
sophisticated attacks, so you can share CJI internally
and with partner agencies quickly and securely.
This document is intended to be read in conjunction
with the CJIS Security Policy Areas listed above.
It is intended to demonstrate how TAC maps to
those specific security policy guidelines to help law
enforcement agencies to protect CJI and resources
both at rest and in transit.
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5.5 Policy Area 5: Access Control
TAC provides law enforcement agencies with the
planning and implementation of mechanisms
to restrict reading, writing, processing and
transmission of CJIS information and the
modification of information systems, applications,
services and communication configurations
allowing access to CJIS information.
Total Access Control seamlessly evaluates many
factors of authentication for every access request;
creates segmentation by granting users – both
internally and at partner agencies – access to
specific resources they need to do their jobs, and
not your entire network; and prevents or limits
access from untrusted states, based on your own
policies

TAC enables law enforcement agencies
to meet these requirements by:

»
»

•

»

•

5.5.2.1 Least Privilege
5.5.2.2 System Access Control
5.5.2.3 Access Control Criteria

5.5.3 Unsuccessful Login Attempts
5.5.4 System Use Notification

»

5.5.6 Remote Access
5.5.6.1 Personally Owned
Information Systems
5.5.6.2 Publicly Accessible
Computers

»

A user’s information system usage or needto-know or need-to-share changes
A user is terminated or transferred or
associated accounts are removed, disabled,
or otherwise secured

Enforcing assigned authorizations for controlling
access to its resources and the information
contained within them. TAC also can restrict
access to privileged functions (deployed in
hardware, software, and firmware) and securityrelevant information to explicitly authorized
personnel. This could include (but is not limited to):
•
•
•

5.5.2.4 Access Control Mechanisms

Valid need-to-know/need-to-share that is
determined by assigned official duties
Satisfaction of all personnel security criteria

Changing permissions or partially or completely
locking out a user when:
•

»
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Granting access to resources based on:
•

TAC’s Zero Trust approach to security meets the
following CJIS Security Policy requirements for
Access Control:

5.5.5 Session Lock

Law enforcement agencies can identify
authorized users of any information system and
specify access rights/privileges through TAC.

Security administrators
System and network administrators
Other privileged users with access to system
control, monitoring, or administration
functions, e.g, system administrators,
information system security officers,
maintainers, and system programmers.

Employing a robust set of access controls
surrounding every user’s context of access
and the associated access enforcement
mechanisms that enable law enforcement
agencies to control access between users (or
processes acting on behalf of users) and objects
(e.g., devices, files, records, processes, programs,
domains) for any resource within the agency’s
infrastructure, local or cloud.
Enforcing the most restrictive set of least
rights/privileges or access needed by users for
the performance of specified tasks – based
on specific duties, operations, or information
systems as necessary to mitigate risk to CJI.
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TAC can also limit access to CJI to only authorized
personnel with the need and the right to know –
only making available those resources for which a
user qualifies, and nothing more.

»
»
»

Enabling access to CJI by supporting the
privileges the organization has in place –
including the ability to read, write, or delete
particular files or datasets.

Controlling access to CJI based on one or more
of the following:

•
•
•

•

•

•

»

Job assignment or function (i.e., the role) of
the user seeking access.
Physical location.
Logical location.
Network addresses (e.g., users from sites
within a given agency may be permitted
greater access than those from outside).

»

»

Setting up access controls, including:
•

»

»

Documenting the parameters of the operational
business needs for multiple concurrent active
sessions.

•

»

»

Access Control Lists (ACLs) as a register of
users, including groups and user devices,
who have been given permission to use a
particular object (system resource) and the
types of access they have been permitted.
Access to specific functions and resources
that is restricted by never allowing users
to request information, functions, or other
resources for which they do not have access.
These functions and resources include
menus, database views, and network devices.
Encrypt data in motion (not at rest) that
can only be decrypted, and therefore
read, by those possessing the appropriate
cryptographic key.
Access enforcement mechanisms at the
application level.

Enforcing a limit of no more than 5 consecutive
invalid access attempts by a user (attempting
to access CJI or systems with access to CJI). TAC
can automatically lock the account/node for a
10-minute time period unless released by an
administrator.
Displaying an approved system use notification
message, before granting access, informing
potential users of various usages and
monitoring rules.
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»

»

Providing appropriate privacy and security
notices (based on associated privacy and
security policies or summaries) that remain on
the screen until the user acknowledges the
notification and takes explicit actions to log on
to the information system.
Establishing privacy and security policies that
are consistent with applicable laws, executive
orders, directives, policies, regulations, standards,
and guidance. System use notification
messages from TAC can also be implemented
in the form of warning banners displayed when
individuals log in to the information system.
Preventing further access to the system by
initiating a session lock after a specific period of
inactivity. Users can also directly initiate session
lock mechanisms through TAC to prevent
inadvertent viewing, for instance when a device
is left unattended.
Authorizing, monitoring, and controlling all
methods of remote access to the information
system. The agency can also use TAC’s
automated mechanisms to facilitate the
monitoring and control of remote access
methods, and the agency can control all
remote accesses through managed access
control points in the TAC portal. TAC enables
agencies to permit remote access for privileged
functions for compelling operational needs, and
to document the technical and administrative
process for enabling that remote access for
privileged functions in the security plan for the
information system.
Preventing a personally owned information
system from accessing, processing, storing or
transmitting CJI unless the agency establishes
and documents specific terms and conditions
for personally owned information system usage.
TAC also enables personally owned mobile
devices, including those authorized through
a Bring Your Own Device (BYOD) policy, to be
controlled in accordance with the requirements
in Policy Area 13: Mobile Devices.
Preventing publicly accessible computers from
being used to access, process, store and/or
transmit CJI.
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5.6 Identification and Authentication
TAC’s Zero Trust approach enables agencies to
identify information system users and processes
acting on behalf of users, and to authenticate
the identities of those users or processes as
a prerequisite to allowing access to agency
information systems or services.
Total Access Control strengthens control of
identification and authentication across the
enterprise for local, cloud and legacy applications.
It evaluates users’ full context of access – device,
operating system, location, patching and certificates
– providing a virtually unlimited combination of
identification and authentication tools through its
web-based portal to improve security and make
your end users’ lives easier.
TAC takes a Zero Trust approach to enable any
agency to meet the following CJIS Security Policy
requirements for Identification and Authentication:

5.6.1 Identification Policy and
Procedures
5.6.1.1 Use of Originating Agency
Identifiers in Transactions and
Information Exchanges
5.6.2 Authentication Policy and
Procedures

TAC enables law enforcement agencies
to meet these requirements by:

»
»
»
»
»
»
»
»

5.6.2.1 Standard Authenticators
5.6.2.1.2 Personal Identification
Number (PIN)

»

Uniquely identifying each person who is
authorized to get access to which CJI resources
and under what circumstances.
Validating the required unique identification for
all persons who administer and maintain the
system(s) that access CJI or networks leveraged
for CJI transit.
Requiring users to identify themselves uniquely
before the user is allowed to perform any
actions on the system.
Ensuring that all user IDs belong to currently
authorized users
Confirming, tracking and logging user
authentication by examining specific
information about the user’s current state,
device, and permissions to access resources.
Developing an authentication strategy which
centralizes oversight but decentralizes the
establishment and daily administration of the
security measures for access to CJI.
Allowing each user’s identity to be
authenticated at either the local agency, CSA,
SIB or Channeler level.
Implementing the use of a PIN for standard or
advanced authentication as required by the
CJIS Security Policy.
Enabling the agency to use TAC’s One-Time
Password (OTP) as required by the CJIS Security
Policy.

5.6.2.1.3 One-time Passwords (OTP)
5.6.2.2 Advanced Authentication
(AA)
5.6.2.2.1 Advanced Authentication
Policy and Rationale
5.6.2.2.2 Advanced Authentication
Decision Tree
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»

Determining fully and comprehensively whether
Advanced Authentication is required for each
access request. The agency can use TAC to answer
the questions outlined in this decision tree:
•
•
•
•

Is the access to CJI direct access or indirect
access?
Can request’s physical originating location
be determined?
Does request originate from within a
physically secure location?
Are all required technical controls
implemented at this location/controlling
agency?
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•
•

•

Does request originate from an agencycontrolled user device?
Is agency-managed user device associated
with/located within a criminal justice
conveyance?
Is the user device an agency-issued and
controlled smartphone or tablet?
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5.10 Policy Area 10: System and
Communications Protection and
Information Integrity
TAC provides significant safeguards across any
infrastructure for local, cloud and even legacy
applications, services and information systems, to
ensure system integrity.
Total Access Control consolidates many security
products into one solution, to create a more
comprehensive, integrated and fortified
architecture. Its Zero Trust Access approach
protects your system and communications against
unauthorized changes and information using nextgeneration reverse proxy technology.
TAC meets the CJIS Security Policy requirements for
the following categories for Policy Area 10:

»
»

»

5.10.1 Information Flow
Enforcement
5.10.1.1 Boundary Protection
5.10.1.2 Encryption

»

5.10.1.2.1 Encryption for CJI in
Transit
5.10.4 System and Information
Integrity Policy and Procedures
5.10.4.5 Information Input
Restrictions

Ensuring the operational failure of the boundary
protection mechanisms do not result in any
unauthorized release of information outside of
the information system boundary.
Providing encryption that applies a
cryptographic operation to provide
confidentiality of (sensitive) information. TAC
also provides decryption capabilities to reverse
the cryptographic operation and convert the
information back into a plaintext (readable)
format if appropriate, but preference is given
to encrypting traffic from end user to target
destination.
Protecting data immediately via encryption
when CJI is transmitted outside the boundary of
the physically secure location. TAC’s encryption,
using a FIPS 140-2-certified cryptographic
module, possesses a symmetric cipher key
strength of at least 128-bit strength to protect CJI.
Applying these technical security controls in
virtual environments where CJI comingles with
non-CJI:
•

»

Enabling an agency to implement these
technical security control best practices when it
is feasible for the agency to do so:
•

TAC enables law enforcement agencies
to meet these requirements by:

»
»

•

Controlling access to networks processing CJI.
Monitoring and controlling communications
at the external boundary of the information
system and at key internal boundaries within
the system.

»

Employing tools and techniques to monitor
network events, detect attacks, and provide
identification of unauthorized use.
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»

Encrypting network traffic within the virtual
environment and in any authorized access
from any authorized location.

Implementing IDS and/or IPS monitoring
within the virtual environment.
Establishing a virtual or physical firewall
for each VM within the virtual environment
to ensure that only allowed protocols will
transact.

Developing and implementing a local policy that
ensures prompt installation of newly released
security relevant patches, service packs and hot
fixes. With TAC, patch requirements discovered
during security assessments, continuous
monitoring or incident response activities can be
identified and addressed expeditiously.
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»

»

»

Validating that virus protection
mechanisms to prevent malicious
code (e.g., viruses, worms, Trojan
horses) are up to date at critical
points throughout the network
and on all workstations, mobile
computing devices connecting
through TAC to the Internet. TAC
helps the agency to ensure that
malicious code protection is enabled
on all the aforementioned critical
points and information systems, and
resident scanning is employed.
Confirming that spam and spyware
protection is being employed
at critical information system
entry points and is up to date at
workstations and mobile computing
devices.
Providing the agency with:
•
•
•

»
»
»

Information system security alerts
and advisories on a regular basis
Alerts and advisories to
appropriate personnel
Documentation on the types of
actions to be taken in response to
security alerts and advisories

Employing automated mechanisms
to make security alert and advisory
information available throughout the
agency as appropriate.
Restricting the information input to
any connection to FBI CJIS services to
authorized personnel only.
Extending controls required by
the CJIS Security Policy, to include
limitations based on a user’s context
of access, to more effectively restrict
who gets access to CJI resources and
applications in the first place.
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5.11 Policy Area 11: Formal Audits
TAC provides a centralized audit trail of all access
requests – for hybrid, cloud and even legacy
resources. Its audit and reporting capabilities keep
track of all access for your agency coming through
TAC’s proprietary reverse proxy gateway – all in one
place.
Total Access Control enables a public safety agency
to go back to any point in time to see who had
access to what, under which circumstances. An
agency can drill down into a single session to
follow all the steps users take – what they had the
ability to access, what they did access, and for how
long. This allows the agency to quickly comply with
all applicable statutes, regulations and policies
regarding audits with a granular level of detail not
previously available.

TAC enables law enforcement agencies
to meet these requirements by:

»

Providing the agency with granular audit trails
of all access requests for hybrid, cloud and
legacy resources and applications to be shared
with:
•

•

•

TAC’s centralized reporting meets the requirements
for the following audit situations outlined in CJIS:

5.11.1 Audits by the FBI CJIS
Division
5.11.1.1 Triennial Compliance Audits
by the FBI CJIS Division
5.11.1.2 Triennial Security Audits by
the FBI CJIS Division

•
•

The FBI CJIS Division when it conducts
regularly scheduled and unannounced
inspections to assess compliance with
applicable statutes, regulations and policies
The FBI CJIS Division when it conducts
regularly scheduled and unannounced
inspections of CSA and SIB network
and systems to assess compliance with
applicable statutes, regulations and policies
CSAs to present to the FBI CJIS Division
when it conducts regularly scheduled
and unannounced inspections to assess
compliance with applicable statutes,
regulations and policies
Any inspection team conducting an inquiry
or audit of any alleged security violations.
The Compliance Evaluation Subcommittee
(CES) when CES is evaluating the results of
the CJIS Audit Unit (CAU). TAC can provide
the same reporting on access requests
for CAU audit reviews conducted by the
National Crime Prevention and Privacy
Compact Council.

5.11.2 Audits by the CSA
5.11.3 Special Security Inquiries and
Audits
5.11.4 Compliance Subcommittees
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5.13 Policy Area 13: Mobile Devices
Agencies can use TAC to establish usage restrictions
and implementation guidance for mobile devices;
and to authorize, monitor, and control wireless
access to their information system.
Total Access Control enables mobility for remote
access anywhere – for officers in the field, for those
working from home, and for partner agencies. It
provides dependable, predictable performance at
scale to meet the constantly expanding mobility
requirements for sharing CJI quickly, reliably, and
securely among partner agencies.
TAC meets the following CJIS Security Policy
requirements for Mobile Devices:

5.13.1 Wireless Communications
Technologies

TAC enables law enforcement agencies
to meet these requirements by:

»

»
»
»

5.13.2 Mobile Device Management
(MDM)
5.13.4 System Integrity
5.13.6 Access Control
5.13.7 Identification and
Authentication
5.13.7.1 Local Device Authentication
5.13.7.2 Advanced Authentication

»

Authorizing, monitoring, and controlling
wireless communications access to the
information system, including additional
wireless security controls outlined in the CJIS
Security Policy requirements.
Ensuring compliance with security controls
for the endpoint that go beyond just the
device itself, to include the operating system,
geolocation, and user’s full context of access.
Enabling user authentication and encryption
mechanisms for the management interface of
applications.
Ensuring that all management access and
authentication occurs via FIPS-compliant
secure protocols (e.g., SFTP, HTTPS, SNMP over
TLS, etc.). Access to the management interface
that is not FIPS-compliant is not allowed
through TAC.
Incorporating device validation capabilities
to minimize the impact of threats to cellular
handheld devices, including:
•
•
•
•
•
•

5.13.7.2.1 Compensating Controls
5.13.7.3 Device Certificates
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•
•

Loss, theft, or disposal
Unauthorized access
Malware
Spam
Electronic eavesdropping
Electronic tracking (threat to security of
data as well as threat to the personal safety
of the criminal justice professional)
Cloning
Server-resident data
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»

Validating that mobile devices approved
to access or store CJI to function as a
Wi-Fi hotspot connecting to the Internet
are configured securely, including:
•
•

»

Providing a device-specific policy
engine that offers a robust method for
monitoring device configurations to
ensure:
•
•

•

»

They are properly implemented
They have not had any unauthorized
changes made to them (including
but not limited to being rooted or
jailbroken)
They are not used to process, store,
or transmit CJI data at any time.

Incorporating the following additional
controls when users are directly
accessing CJI from devices running a
limited-feature operating system:
•
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Enabling encryption on the hotspot
Only allowing connections from
agency-controlled devices

Managing mobile devices through a
centralized administration function
configured and implemented
to perform at least the following
controls:
•
Remote locking of device
•
Remote wiping of device
•
Setting and locking device
configuration
•
Detecting rooted and
jailbroken devices
•
Enforcing encryption
requirements
•
Applying mandatory policy
settings on the device
•
Detecting unauthorized
configurations, software or
applications
•
Preventing unpatched devices
from accessing CJI or CJI
systems
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»

Ensuring that wireless devices, at a minimum:
•

•
•
•

•

•

»

Are up to date on available critical patches
and upgrades to the operating system
as soon as they become available for
the device and after necessary testing
as described in the CJIS Security Policy
requirements
Are properly configured for local device
authentication
Use advanced authentication or CSOapproved compensating controls
Erase cached information, to include
authenticators in applications, when a
session is terminated.
Employ personal firewalls on full-featured
operating system devices or run a Mobile
Device Management (MDM) system that
facilitates the ability to provide firewall
services from the agency level
Monitoring mobile devices to ensure their
patch and update state is current and does
not allow access to CJI or agency resources
if they are not.

Ensuring that a personal firewall is performing
the following activities prior to granting any
access to a user:
•

•

Requiring Advanced Authentication when
accessing CJI from an authorized mobile
device, unless the access to CJI is indirect, in
which case Advanced Authentication may
not be required.
Implementing CSO-approved
compensating controls to meet the
Advanced Authentication requirement on
agency-issued smartphones and tablets
with limited-feature operating systems.
TAC’s compensating controls:
•
Meet the intent of the CJIS Security
Policy Advanced Authentication
requirement
•
Provide a similar level of protection
or security as the original Advanced
Authentication requirement
•
Do not rely upon the existing
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•

»

Integrating device-bundling capabilities to
ensure that the following minimum controls
are implemented as part of the following CSOapproved compensating controls:
•

•
•

»

requirements for Advanced
Authentication as compensating
controls
Are a combination of controls providing
acceptable assurance that only the
authorized user is authenticating
and not an impersonator; or, in the
case of agency-issued device used
by multiple users, reduce the risk of
exposure if information is accessed by
an unauthorized party.

Possessing and registering an agencyissued smartphone or tablet as an
indication it is the authorized user
Using device certificates as outlined in the
CJIS Security Policy
Implementing CJIS Security Policycompliant standard authenticator
protection on the secure location where CJI
is stored

Ensuring that when certificates or
cryptographic keys used to authenticate a
mobile device in lieu of compensating controls
for advanced authentication, they are:
•
•

Protected against being extracted from the
device
Configured to use a secure authenticator
(i.e., password, PIN) to unlock the key for use
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Application Farm

Azure AD/ADFS

TAC Features

SIMPLIFY
Easier access for end
users across multiple
public safety and social
service agencies
Eliminate need for
multiple security
products
Lower operational and
technology costs
Scale user access
quickly for new partner
agencies

STRENGTHEN
Vigorous authentication
Context of Access used
to grant/deny access
to all resources and
applications
Define security policies
for each partner and
vendor user group
Close exposed routes for
hackers (eliminate most
open ports)
Provide access only to
agency resources, not
networks

UNIFY
Centralized access to all
resources: Federal, State,
Municipal and Social
Services
Single Sign-On across
agency’s extended
partner enterprise
Consistent policy
enforcement ensures
agency’s regulatory
compliance
Integrated audit/
reporting of all access in
one place

To learn more about how Total Access Control maps to the CJIS Security Policy, or to set up a demo to learn
how PortSys can help your law enforcement organization to create a more comprehensive, integrated and
fortified architecture:

Call:

+1 781-996-4900 in North America
+44 208 196 2420 in Europe, the Middle East, or Africa

Email: Info@PortSys.com
Web:

https://portsys.com/contact-us/
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Watch this short video to
see how you can transform
your security and transform
your business by taking a new
TAC with Zero Trust Access:
https://www.youtube.com/
watch?v=DvrAEJjKhDc
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