
It is no exaggeration to state that traditional models 
for cybersecurity are broken. You only have to look at 
the weekly headlines to see that even organizations 
investing many millions of dollars in cybersecurity 
technologies are still experiencing massive breaches. 

customer goodwill and trust.

A variety of factors have put organizations in this 
position, despite their best intentions. One is the rapid 
embrace of digital transformation and workplace 
modernization. The growing ubiquity of cloud 
computing plus mobility, social networking and other 
trends have eliminated the idea of a central perimeter 
that can be protected from the outside. 

As a result, most organizations have too many 
cybersecurity tools that don’t work with each other. 
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their organizations have six or more cybersecurity 
solutions.1 This security sprawl actually increases 
risk because cybersecurity teams may think they are 
protected, when they actually have gaps. 

In addition, hackers have evolved their tactics and are 
now often using an organization’s own credentials in 
their attacks, the result of more powerful tools such 
as password crackers and phishing attacks. Most 
organizations can’t defend against this, leaving them 
wide open to attack.

There has to be a better, easier, more modern approach 
to cybersecurity that addresses these challenges and 
enables organizations to adequately protect their 
users, data, applications and operations. Fortunately, 
there is. It is Zero Trust and it is one of the important 
technology breakthroughs for organizations to 
mitigate cybersecurity risk in the cloud era.
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If you are a decision-maker in business, IT or 

cybersecurity, Zero Trust is probably not a new term 

to you. The concept has been around for nearly 10 

years and organizations are embracing it. The Zero 

Trust market has already surpassed $15.5 billion 

in 2019, and is expected to grow at a rate of nearly 

20% a year through 2024.2 Even with that growth, 

only 11% of organizations have Zero Trust in place, 

while another 60% are either piloting, researching or 

planning to increase their investments.3

One of the biggest challenges with Zero Trust is 

understanding exactly what it is, what it does, how 

it works and, perhaps most importantly, how to 

effectively implement Zero Trust without having 

to rip and replace existing resources. The market 

has already become somewhat fragmented, with 

different vendors taking different approaches.

This white paper clears up the confusion. We explore 

the concepts behind Zero Trust and why it is a 

necessity for any successful cybersecurity strategy 

today. We look at the primary ways in which Zero 

Trust can be implemented. Finally, we explain why 

most experts believe Zero Trust based on an access 

control model provides the strongest protections,  

effectively reduces complexity and complements 

existing infrastructure. 

THE BUSINESS CASE FOR ZERO TRUST

The concept behind Zero Trust is simple: Never trust, 

always verify. Think about it in these terms: The 

dictionary definition of trust is “a firm belief in the 

reliability, truth, ability or strength of someone or 

something.” 

Note the first two words: “firm belief.” Do you 

want to bet your business and career on a “firm 

belief” that your business is protected from a major 

cybersecurity breach?  

A Zero Trust approach takes belief out of the 

equation and substitutes it with assurance—when 

2 “Zero-Trust Security Market by Solution Type ... Global Forecast to 2024,” MarketsandMarkets, October 2019.

3  “IDG Security Priorities Study, 2019,” IDG, July 2019.

4  “IDG Security Priorities Study, 2018,” IDG, August 2018.

it is properly deployed. IDG describes Zero Trust 

as a security model in which organizations “should 

not automatically trust anything inside or outside 

its perimeters and instead must verify anything and 

everything trying to connect to its systems before 

granting access.”4

This model helps to address the major flaws in legacy 

approaches to cybersecurity, including:

1. Complexity: Too many tools that are difficult to 
manage, integrate and coordinate.

2. User Frustration: Too much burden on end users 
to be responsible for security.

3. Exposure: Gaps in existing infrastructure, 
exacerbated by trends such as cloud, mobility, 
direct internet access and IoT devices. One of the 

reasons for exposure is that end users actually 

open up ports through their defenses to allow 

people to get in—which also opens up the 

organization to hackers who exploit those very 

same openings.

4. Tactics: Cybercriminals using an organization’s 
own valid credentials to launch and spread 
attacks.

5. Network Designs: Archaic castle-and-moat-style 

architecture still exists, so when attackers 
breach this by using an organization’s own 
credentials, they are now inside with no barriers 
to lateral movement. Once inside, they can run 
ransomware attacks, exfiltrate data or cause 
other damage, sometimes before you are even 
aware that you are under attack.
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No organization can afford to live with this level of 

risk in today’s environment. The average cost of a 

data breach is $3.92 million and, on average, it takes 

an organization 279 days to identify and contain a 

breach.5 The impact on goodwill, brand reputation and 

legal/regulatory exposure can last far beyond that.

IMPLEMENTING ZERO TRUST

Zero Trust, when done correctly, addresses all of 

these challenges. But what does it mean to deploy 

Zero Trust correctly and realize the substantial 

dividends it can pay?

For many organizations the question is not whether to 

deploy Zero Trust. Over 70% are committed to it, yet 

only 11% actually have it installed. That speaks to a 

lack of understanding about how to deploy Zero Trust 

most effectively. If you can’t deploy it, it can’t help you.

Basically, there are three ways in which 

organizations can deploy Zero Trust:

1. Identify-Focused: These solutions are designed 

to shore up an organization’s identities so you 

can prove who a person is when he or she (or it, 

in the case of IoT) is accessing resources. It is one 

of the foundational pillars of Zero Trust but does 

not go far enough in giving you the assurance 

5  “What’s New in the 2019 Cost of a Data Breach Report,” Ponemon Institute, July 2019.

you need. Hackers have means other than 

identity to get in, and traditional user credentials 

don’t offer enough protection in today’s mobile 

world. Identity should be just one factor used in 

the much larger, and more important, equation 

that is context of access. (We will dive deeper 

into a much more comprehensive approach to 

validating the context of access on the next page 

of this white paper.)

2. Data-Focused: Again, there is value in this 

model because if you protect the data you are 

protecting the organization’s most valuable 

assets. However, it may fail to control access, 

which means a hacker can still get inside your 

organization and wreak havoc. Plus, this model 

can be costly and time-consuming to implement, 

requiring a fundamental re-architecting of your 

infrastructure.

3. Access Control: The concept behind this model 

is to control access of all of your resources 

regardless of where they reside. This model not 

only gives you the most complete protection, it 

is also typically the simplest and least expensive 

model to deploy. That’s why experts often focus 

on access control as the preferred method of 

Zero Trust.
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WHY ACCESS CONTROL, WHY NOW?

One of the basic concepts behind Zero Trust Access 

is that it should not be dependent singly on location, 

users, data or applications. It should provide you 

with the ability to verify all of the above. You 

accomplish that by verifying users, data, devices, 

security status, location and more at their point of 

access. You then provide security policies around 

each resource to set the requirements for access.  

When you combine these together, you get dynamic 

Zero Trust Access control.

By placing Zero Trust Access verification at the 

point of access, you essentially create a funnel that 

everything has to go through before they can get 

into your network and resources. This allows you to 

set your own policies to be as robust as you want in 

managing security policies and credentials.

At the point of access, you can apply and enforce 

these policies across all of your resources, in effect 

creating a perimeter around every single resource 

in your organization. Importantly, you can do more 

than just validate credentials or identity. You can add 

the context of that access. For example: What is the 

security status of the device? From where is the user 

requesting access? Does the device have the proper 

certificate? You can examine many other aspects 

of the access request, and only then will access to 

the resources be granted IF they meet the proper 

qualifications.

Not only is access control the most effective model 

in securing your organization, it is also simple to 

install, manage, scale and deploy. An access control 

solution can work with current infrastructure and 

does not require you to rip and replace existing 

resources. It can be deployed across your entire 

enterprise or in stages, letting you adopt Zero Trust 

Access at your own pace, focusing initially on users, 

departments, applications or data you deem most 

vulnerable. 

WHAT TO LOOK FOR IN A SOLUTION

In evaluating how to best roll out or upgrade Zero 

Trust in your organization, you should start with an 

access control model because that will give you the 

best protection and will be simple to deploy, manage 

and scale. But even within this approach, not all 

solutions are the same. 

Specifically, you should look for a solution that 

provides these key benefits:

• Flexible: Deploy Zero Trust Access where and 

how it best suits your needs, whether physical or 

virtual, local or in the cloud. Look for a partner 

that offers flexible deployment options and full 

support. You must be able to deploy Zero Trust 

in parallel with your existing infrastructure and 

work with other technologies already in place.

• Simple: Simple to deploy, manage and scale, 

reducing the number of security products for 

administrators. Simpler for end users, removing 

the onus on them to manage security. Centralize 

reporting across the entire organization in a 

single place.
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• Unified: Manage access for local and cloud

resources with a single solution that is managed

centrally, with consistent security policies that

are under your control to manage and enforce.

• Defend: Keep hackers out. Close down points

of vulnerability by reducing attack surface/

closing ports. Have specific access policies for

each resource, creating segmentation. Prevent

account lockout of cloud services due to brute

force attacks and never allow access to the cloud

unless fully authenticated to your satisfaction.

• Comprehensive: Secure privileged access

to local and cloud infrastructure; ability to

easily add security policies such as multifactor

authentication, device validation, corporate

device check, etc. Control access to all your

resources wherever they reside in a single

solution.

TAKING THE NEXT STEP

When it comes to delivering on the Zero Trust 

Access opportunities discussed in this paper, 

PortSys, Inc. is a leader and visionary with Total 

Access Control. 

Total Access Control is a proven, widely used Zero 

Trust solution that allows you to define robust security 

policies for each resource and provides a centralized 

view over all access across your organization. 

With Total Access Control you can control all methods 

of access in one place, with stronger security policies 

and evaluation of user credentials, as well as their 

context of access. Total Access Control is simple to 

use, manage and scale, with a wide range of physical, 

virtual and cloud deployment models. 

We are at a critical time in the evolution of 

cybersecurity. Previous models are no longer 

working and businesses of all types are moving 

ahead quickly with digital transformation initiatives. 

This can be a dangerous combination if proper 

protections are not put in place.

Fortunately, Zero Trust Access provides a pathway 

to a more secure environment, addressing many 

of the cybersecurity challenges organizations are 

facing today and are likely to confront in the future. 

Now is the time to make sure your organization is 

not only aware of the benefits of Zero Trust Access, 

but of the best way to deploy it successfully. 
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Zero Trust Access solutions such as  

Total Access Control from PortSys simplify, 

strengthen and unify your IT security. Now that 

you’ve seen the benefits of Zero Trust Access, 

you may want to learn more about how  

PortSys can help. 

Visit https://portsys.com/ to learn more.
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